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This Standard defines the interfaces between a telecommunication service
provider (TSP) and a Law Enforcement Agency (LEA) to assist the LEA in
conducting lawfully authorized electronic surveillance. A TSP, manufac
turer, or suppon service provider that is in compliance with this Standard will
have a "safe harbor" under Section 107 of the Communications Assistance
for Law Enforcement Act (CALEA), Public Law 103-414: "a [TSPJ shall be
found to be in compliance with the assistance capability requirements under
[CALEAJ Section 103, and a manufacturer of telecommunication trans
mission or switching equipment or a provider of telecommunication support
services shall be found in compliance with [CALEA] Section 106."
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There are five annexes in this Standard. All annexes are informative and are
not considered part of this Standard.

The specification of interface compatibility requirements between telecom
munication service providers (TSPs) and law enforcement agencies (LEAs)
was initiated under the auspices of the ANSI accredited Telecommunications
Industry Association Committee TR-45.

This Standard defines the interfaces between a telecommunication service
provider (TSP) and a Law Enforcement Agency (LEA) to assist the LEA in
conducting lawfully authorized electronic surveillance. A TSP, manufac
turer, or support service provider that is in compliance with this Standard will
have a "safe harbor" under Section 107 of the Communications Assistance
for Law Enforcement Act (CALEA), Public Law 103-414: "a [TSP] shall be
found to be in compliance with the assistance capability requirements under
[CALEA] Section 103, and a manufacturer of telecommunication trans
mission or switching equipment or a provider of telecommunication support
services shall be found in compliance with [CALEA] Section 106."
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1 Introduction

1.1 General

This Standard defines the interfaces between a telecommunication service
provider (TSP) and a Law Enforcement Agency (LEA) to assist the LEA in
conducting lawfully authorized electronic surveillance. A TSP, manufac
turer, or support service provider that is in compliance with this Standard will
have a "safe harbor" under Section 107 of the Communications Assistance
for Law Enforcement Act (CALEA), Public Law 103-414: "a [TSP] shall be
found to be in compliance with the assistance capability requirements under
[CALEA] Section 103, and a manufacturer of telecommunication trans
mission or switching equipment or a provider of telecommunication support
services shall be found in compliance with [CALEA] Section 106."

As used in this Standard, electronic surveillance refers to the interception and
monitoring of communications (i.e., call content), call-identifying infor
mation, or both for a particular telecommunication subscriber as lawfully
authorized. In this Standard intercept subject or more simply a subject is a
telecommunication service subscriber whose communications, call-identi
fying information, or both have been authorized by a court to be intercepted
and delivered to an LEA. The identification of the subject is limited to identi
fiers used to access the particular equipment, facility, or communication
service (e.g., network address. terminal identity, subscription identity).

As a precondition for a TSP's assistance with Lawfully Authorized Electronic
Surveillance (LAES), an LEA must serve a TSP with the necessary legal
authorization identifying the intercept subject, the communications and infor
mation to be accessed, and service areas where the communications and
information can be accessed. Once this authorization is obtained, the TSP
shall perform the access and delivery for transmission to the government's
procured equipment, facilities. or services.

LEAs recognize that in many instances the telecommunication services
subscribed to by certain intercept subjects may permit a TSP to access and
deliver communications and call-identifying information without the TSP
having to modify its networks or systems. In these instances, the TSP may be
fully compliant with the assistance capability requirements set forth in
CALEA. For example, a TSP could effect a central office- or local loop-based
interception using conventional methods of access and delivery and fully
meet an LEA's electronic surveillance needs.
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1.2 Purpose

1.3

1.4

Scope

Organization

The purpose of this Standard is to facilitate a TSP' s compliance with the
assistance capability requirements defined in Section 103 of CALEA. This
Standard defines services and features to support LAES and the interfaces to
deliver intercepted communications and call-identifying information to an
LEA when authorized. This Standard also defines a protocol for delivering
specific information elements to LEAs. Compliance with this Standard
satisfies the "safe harbor" provisions of Section 107 of CALEA and helps
ensure efficient and industry-wide implementation of the assistance
capability requirements.

The scope of this Standard is to define the services to support LAES and the
interface between a TSP and an LEA.

Section 2 "References" is a list of references used in the preparation of this
Standard.

Section 3 "Definitions and Acronyms" defines words and acronyms that are
used in this Standard.

Section 4 "Stage I Description: User Perspective" defines the LAES services
from the user point of view. The user in this case is the LEA.

Section 5 "Stage 2 Description: Network Perspective" defines the network
entities and information flows to implement LAES services from a network
point of view.

Section 6 "Stage 3 Description: Implementation Perspective" defines the
messages and information elements to implement LAES services from an
implementation point of view.
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3 Definitions and Acronyms
abandoned: a call attempt that is released by the originating party before
it is answered.

access: the technical capability to interface with a communications facil
ity, such as a communications line or switch, so that intercepted call
identifying information and call content can be delivered to an LEA.

AF: Access Function.

agent: a network-based service or device that acts on behalf of a sub
scriber to send or receive communications (e.g., an interactive screening
service, a reminder service, a delayed transmission service).

AMPS: Advanced Mobile Phone System, one of several wireless access
methods.

ANSI: American National Standards Institute.

answering party: the party answering a call. This party may be different
from the called party (e.g., a called number may alert a number of sta
tions and the answering party may be anyone of the alerting stations).

ASN.l: Abstract Syntax Notation One.

associate: a telecommunication user whose equipment, facilities, or ser
vices are communicating with a subject

ATM: Asynchronous Transfer Mode.

B-channel: a 56- or 64-kbps ISDN Bearer channel.

BER: Basic Encoding Rules.

BRI: ISDN Basic Rate Interface consisting of two 64-kbps B-channels
and one 16-kbps D-channel.

CALEA: Communications Assistance for Law Enforcement Act.

caUl a sequence of events beginning with an initial connection or facility
request and ending with the final release of all facilities used. A call may
have one or more legs.

call appearance: an instance of a possible call with direct subscriber
control. A party with three call appearances may be involved in and con
trol three calls simultaneously. Some services, such as call forwarding,
do not consume call appearances, because the subscriber cannot directly
control the call.

call content see content

call content channel (CCC): the logical link between the device per
forming an electronic surveillance access function and the LEA that pri
marily carries the call content passed between an intercept subject and
one or more associates.

call data channel (CDC): the logical link between the device perform
ing an electronic surveillance access function and the LEA that prima-
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rily carries call-identifying information.

call deflection: allows the called party to interactively refuse an incom
ing call and send that call to another directory number, to voice mail, or
to an announcement.

caD delivery redirects an incoming call to a mobile subscriber.

call diversion: is similar to call forwarding, except that the condition
may be more complex and dynamic (e.g., its routing decisions may be
based upon calling party number, calling party entry of a valid pass
word, time-of-day, day-of-week, day-of-year, calling party location,
etc.).

call forwarding: is any of several features that redirect a call to another
directory number (or voice mail), if a certain condition is met.

call-identifying information: defined in CALEA Section 102 (2) to be
"dialing or signaling information that identifies the origin, direction,
destination, or termination of each communication generated or re
ceived by a subscriber by means of any equipment, facility, or service
of a [TSP]." As interpreted by this Standard: destination is the number
of the party to which a call is being made (e.g., called party); direction
is the number to which a call is re-directed or the number from which it
came, either incoming or outgoing (e.g., redirected-to party or redirect
ed-from party); origin is the number of the party initiating a call (e.g.,
calling party); and termination is the number of the party ultimately re
ceiving a call (e.g., answering party).

caD transfer: allows a controlling subscriber to connect two other par
ties and then the controlling subscriber leaves the call.

called party: the destination party of a call.

calling party: the originating party of a call.

CCC: call content channel.

CCT: Composite CDMAffDMA, one of several wireless access meth
ods.

CDMA: Code Division Multiple Access, one of several wireless access
methods.

CDC: call data channel.

cell: in a wireless system, the sub-area to which a set of radio resources
is allocated.

CF: Collection Function.

channel: an independent path for communicating between two points.

ClAP: Circuit Intercept Access Point.

circuit: a switchable bi-directional path between two locations. A circuit
may be all or part of a channel. On an end-to-end circuit, separate phys
ical facilities may be used for each segment of the circuit.

circuit-mode: a communication using bi-directional paths switched or

5 3 Definitions and Acronyms
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3 Definitions and Acronyms

connected when the communication is established. The entire commu
nication uses the same path.

Commission: defined in CALEA Section 102 (3) to be "the Federal
Communication Commission."

communication: in this Standard, communication refers to any wire or
electronic communication, as defined in 18 USC 2510.

communication intercept: see intercept.

complete: a call attempt that is answered.

connection: a relationship between two or more parties of a call to allow
communication between them.

content: defined in 18 USC 2510 (8) to be "when used with respect to
any wire or electronic communications, includes any information con
cerning the substance, purport, or meaning of that communication."

controlling party: the party invoking a feature.

CSU: Channel Service Unit.

cut-through, full: completion of a connection in both directions.

cut-through, partial: completion of a connection in one direction, usu
ally to allow the calling party to monitor call progress tones from the
called end.

D-channel: a 16- or 64-kbps ISDN channel carrying control and signal
ing information and, optionally, packetized information and telemetry.

DC: direct current; a signaling method for representing the switchhook
state of an instrument to the other end of a call using voltage or current
on metallic interfaces or the "A" signaling bit on a DS-O interface.

destination: see call-identifying information.

DF: Delivery Function.

direction: see call-identifying information.

disconnect: a request from one of the parties of the call to release all or
part of a connection.

DSU: Data Service Unit.

DTMF: Dual-Tone Multi-Frequency.

electronic communications: defined in 18 USC 2510 (12) to be "any
transfer of signs, signals, writing, images, sounds, data, or intelligence
of any nature transmitted in whole or in part by a wire, radio, electro
magnetic, photoelectric, or photo-optical system."

electronic messaging services: defined in CALEA Section 102 (4) to be
"software-based services that enable the sharing of data, images, sound,
writing, or other information among computing devices controlled by
the senders or recipients of the messages."

electronic storage: defined in 18 USC 2510 (17) to be "(A) any tempo-
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HDLC: High-level Data Link Control.

HLR: Home Location Register.

IDIAP: Call-Identifying Information Intercept Access Point.

TINEIA Sp·3580+Clean

handoff: in a wireless system, the switching of the transmission means
used by a call in progress without disruption of this call. Within this
Standard handoff is synonymous with handover.

FG-D: Feature Group D.

functional entity: a system or subsystem capable of providing a defined
service. A functional entity may be implemented as a separate physical
entity or it may be incorporated with other functional entities in a com
mon physical entity.

government: defined in CALEA Section 102 (5) to be "the government
of the United States and any agency or instrumentality thereof. the Dis
trict of Columbia, any commonwealth, territory, or possession of the
United States, and any State or political subdivision thereof authorized
by law to conduct electronic surveillance."

GSM: Global System for Mobile Communications, one of several wire
less access methods.

Home Location Register (HLR): the location register to which a user
identity is associated with subscriber information (e.g. equipment iden
tification, directory number, profile information, current Serving Sys
tem, validation period). The HLR may serve more than one MSC. The
HLR may be distributed over more than one physical entity.

rary, intermediate storage of a wire or electronic communication inci
dental to the electronic transmission thereof; and (B) any storage of such
communication by an electronic communication service for purposes of
backup protection of such communication."

electronic surveillance: the statutory-based legal authorization, process,
and associated technical capabilities and activities of LEAs related to
the interception of wire, oral, or electronic communications while in
transmission. As used herein, also includes the acquisition of call-iden
tifying information. As used in this Standard, surveillance refers to a
single communication intercept, pen register, or trap and trace. Its usage
in this Standard does not include administrative subpoenas for obtaining
a subscriber's toll records and information about a subscriber's service
that an LEA may employ before the start of a communication intercept,
pen register, or trap and trace.

Home System: the TSP system where a subscriber's subscription infor
mation is retained.

Hz: Hertz or cycles per second.

lAP: Intercept Access Point.

IN: intelligent network.

idle state: a state in which there is no active communication path be
tween a subscriber and the network (e.g., while on-hook).
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incomplete: a call attempt that cannot be routed to its destination (or an- 1

swered). 2

3

information service: defined in CALEA Section 102 (6) to be "(A) the 4

offering of a capability for generating, acquiring, storing, transforming, 5

processing, retrieving, utilizing, or making available information via 6

telecommunication; and (B) includes--(i) a service that permits a cus- 7

~ tomer to retrieve stored information from, or file information for storage B

9

CS\§) in, information storage facilities; (ii) electronic publishing; and (iii)
10

electronic messaging services; but (C) does not include any capability
11

@) for a [TSP' s1internal management, control, or operation of its telecom- 12

c:::::==J
munication network." see telecommunication service provider. 13

~
14

intercept: defined in 18 USC 2510 (4) to be "the aural or other acquisi- 15
tion of the content of any wire, electronic, or oral communication 16

c{? through the use of any electronic, mechanical, or other device." 17

18c:::;:::::J Intercept Access Point (lAP): a point within a telecommunication sys-
19

@ tem where some of the communications or call-identifying information 20

of an intercept subject's equipment, facilities and services are accessed. 21
c:::::==J
c:::::==J

22

~
intercept agent: see agent.

23

intercept subject: a telecommunication service subscriber whose com-
24

@]J munications, call-identifying information, or both have been authorized
25

26
by a court to be intercepted and delivered to an LEA. The identification 27

c::::::J
of the subject is limited to identifiers used to access the particular equip- 28

(S\§)
ment, facility, or communication service (e.g., network address, termi- 29

nal identity, subscription identity). 30

(]fii) 31
IP: Internet Protocol. 32

@ ISDN: Integrated Services Digital Network.
33

34

~ ISLP: Inter-System Link Protocol. 35

36

@ ISVP: ISDN User Part. 37

3B

6 ITV-T: International Telecommunications Union - Telecommunications 39

~
Standardization Sector (formerly CeITT). 40

41

kbps: kilobits (1000 bits) per second. 42

(!!J?)
43

LAES: Lawfully Authorized Electronic Surveillance. 44

C9 LAESP: LAES Protocol.
45

46

6 LAPB: Link Access Protocol-Balanced. 47 ~

(S\§3
48 ;:

LAPD: Link Access Protocol-D-channel. 49 ....

CC9
50 ~

Law Enforcement Agency (LEA): a government entity with the legal 51 ~
~

~
authority to conduct electronic surveillance. 52 ~

Qj
53

~

(S\§3
LEA: Law Enforcement Agency. 54 i55
LEAF: Law Enforcement Administration Function. 1ii

c8==:J 56 .!!

(j!ifJ 57 !
leg: a bi-directional call path is associated with each network facility us-

58 1age attempt and subsequent usage. 59 ~
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MS: Mobile Station.

PCS: Personal Communications Service.

PCS1900: one of several GSM-based wireless access methods.

TIAIEIA SP-3580+Clean

LPP: Lightweight Presentation Protocol.

origination: an outgoing call attempt.

packet.mode: a communication where individual packets or virtual cir
cuits of a communication within a physical circuit are switched or rout
ed by the accessing telecommunication system. Each packet may take a
different route through the intervening network.

origin: see call-identifying information.

PCM: pulse code modulation.

on-hook: the state of a telephone instrument indicating a request for ser
vice disconnect, release, or service idleness; the DC signaling for ser
vice disconnect, release, or service idleness.

PACS: Personal Access Communications System, one of several wire
less access methods.

network address: an address appropriate to a particular network, e.g., a
directory number for the PSTN, an X.121 address for an X.25 network,
or an IP address for the Internet.

MSC: Mobile Switching Center.

MTP: Message Transfer Part.

NAMPS: Narrow AMPS, one of several wireless access methods.

off-hook: the state of a telephone instrument indicating a readiness for
service; the DC signaling of the readiness for service state.

MF: Multi-Frequency.

mobile station (MS): The MS is a telephone set using a radio link with
a public or non-public base station to access telephone network services.

Mobile Switching Center (MSC): The MSC is an automatic system
which constitutes the interface for user traffic between the wireless (cel
lular or PCS) network and other public switched networks, or other
MSCs in the same or other wireless networks.

pen register: defined in 18 USC 3127 (3) to be "a device which records
or decodes electronic or other impulses which identify the numbers di
aled or otherwise transmitted on the telephone line to which such device
is attached, but such term does not include any device used by a provider
or customer of a wire or electronic communication service for billing,
or recordingas an incident to billing, for communications services pro
vided by such provider or any device used by a provider or customer of

PDIAP: Packet Data Intercept Access Point.

PDU: Protocol Data Unit.
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a wire communication service for cost accounting or other like purposes 1

in the ordinary course of its business." 2

3

personal mobility: the ability of a user to access telecommunication ser- 4

vices at any terminal on the basis of a personal identifier, and the capa- 5

bility of the network to provide those services according to the user's 6

service profile. Personal mobility involves the network capability to 10- 7

~ 8cate the terminal associated with the user for the purposes of addressing,
9

(S\9 routing, and charging of the user's calls.
10

@V POTS: Plain Old Telephone Service. This usually refers to loop start 11

lines with DTMF (tone) dialing or decadic (rotary) dialing.
12

c::=:J 13

Q PPP: Point-to-Point Protocol. 14

15

?
PRJ: ISDN Primary Rate Interface consisting of twenty-three 64-kbps 16

B-channels and one 64-kbps D-channel. 17

¢:::J 18

PSTN: Public Switched Telephone Network. 19

@ 20

pulse code modulation (PCM): a method for communicating audio in- 21
c::=:J formation using a 56 or 64 kbps digital bit stream. In the United States
c::=:J

22

~
most PCM is encoded using the Illaw rules. 23

24

(@
Redirecting System: the TSP system where incoming calls bound to a 25

subscriber arrive for redirection instruction. This is called an Originat- 26

ing System in IS-41, although the calls may be originated on another 27

c::=:J system. 28

~
29

recall: a previously answered call or call attempt that alerts the control- 30

rJ!iJ
ling party. 31

32

© registration: in wireless systems, the process that informs the Home 33

System of the location and presence of a mobile station. 34

~
35

release: to place facilities used for a connection in the idle state where 36

@ they can be used for other connections. 37

38

b roaming: in a wireless system, the movement of a mobile station within 39

lQb
or between wireless service areas where the mobile station can be locat- 40

ed and can receive service. 41

42

o/i)
Serving System: the TSP system currently providing telecommunica- 43
tion service to a subscriber, especially a roaming mobile subscriber. 44

C9 short message service (SMS): a packet-mode data service, intended for
45

46

b
transmission of small data messages, for wireless SUbscribers. 47 l

48

~
SLIP: Serial Link Internet Protocol. ;.:

49 ""

C9 SMS: short message service. 50 ~
lti

51

~

~
SPAF: Service Provider Administration Function. 52

iii
53 :

@
SSIAP: Serving System Identification Intercept Access Point. 54 i55
subject: see intercept subject. 1;;

~ 56 .!!!

(!!J/) 57 ~
surveillance: within this Standard surveillance refers to electronic sur-

58
~

veillance; see electronic surveillance. ell
59 iii
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